BANNER FEDERAL CREDIT UNION

THE USA PATRIOT ACT, TITLE III: INTERNATIONAL MONEY LAUNDERING

ABATEMENT AND ANTI-TERRORIST FINANCING ACT 2001:

Bank Secrecy Act / OFAC / USA Patriot Act

Revised 7/25/2005

Regulations require credit unions to have a compliance program in place to comply with the NCUA 748 Security Program regulations required by this act. The components of this program are as follows:

§ 748.0  Security program - Security Program, Report of Crime and Catastrophic Act and Bank Secrecy Act Compliance
(a) Each federally-insured credit union will develop a written security program within 90 days of the effective date of insurance.

(b) The security program will be designed to:

(1) Protect each credit union office from robberies, burglaries, larcenies, and embezzlement;

(2) Ensure the security and confidentiality of member records, protect against anticipated threats or hazards to the security or integrity of such records, and protect against unauthorized access to or use of such records that could result in substantial harm or serious inconvenience to a member;

(3) Assist in the identification of persons who commit or attempt such actions and crimes; and

(4) Prevent destruction of vital records, as defined in 12 CFR Part 749.

(c) Each Federal credit union, as part of its information security program, must properly dispose of any consumer information the Federal credit union maintains or otherwise possesses, as required under § 717.83 of this chapter.

Banner Federal Credit union had adopted this policy to provide for the implementation of procedures to assure the compliance with this regulation which:

· Provide for a system of internal controls to assure ongoing compliance per 748.2 (c) (1)

· Provide for independent testing for compliance to be conducted by Credit Union     personnel or outside parties per 748.2 (c) (2)

· Designate an individual responsible for monitoring day to day compliance per 748.2 (c) (3) 

· Provide training for appropriate personnel per 748 (c) (4)

RIGHT TO FINANCIAL PRIVACY ACT:

The Monetary Laundering Control Act (MLCA) of 1986 amends the Right to Financial Privacy Act (RFPA), permitting the Credit Union to voluntarily report only the following information (a) name and other identifying information concerning the individuals or accounts involved (b) the nature of the suspected illegal activity; to the government (when presented with a “Certificate of Compliance”) when it suspects illegal activity as requested. Banner Federal Credit Union will comply with the RFPA, providing the required information only when appropriate. In addition, the credit union, in accordance with the MLCA, will delay notifying the member of the release of the required information when it receives a grand jury subpoena from a federal court.

PURPOSE:

As part of our fundamental commitment to maintaining and enhancing our reputation as a highly ethical financial institution, it is our policy to strive to do business with only individuals and organizations that are engaged in legal activities. In an effort to prevent this abuse within our financial institution and, to protect our member’s assets, Banner Federal Credit Union is committed to implementing a strong and effective program to comply with the specific provisions of the laws and regulations related to “money laundering” collectively known as “The Bank Secrecy Act”.  Federal law provides severe civil and criminal penalties, including jail, for corporate entity or individual violations of “The Bank Secrecy Act including staff and Board of Directors.

DELEGATION OF RESPONSIBILITY:

· The Board of Directors has delegated responsibility to the CEO to monitor the implementation, maintenance, and formation of necessary policies and procedures to insure compliance with “The Bank Secrecy Act”.

· The CEO may appointed a Compliance Officer with responsibility for maintaining, formulating, and implementing necessary procedures in compliance with applicable laws and regulations, and with the responsibility for performing the functions assigned in these procedures.  The Compliance Officer is responsible for coordinating and monitoring day-to-day compliance with the BSA including the training of Credit Union employees on BSA and OFAC requirements. 

BSA DETAILED COMPLIANCE PROCEDURE:

This compliance program to be developed by the designated Compliance Officer shall be:

1. Operating procedures for preparing, verifying and controlling CTR’s will become a part of each teller’s manual and the overall operations manual of Banner Federal Credit Union. 

2. Any regulatory changes will be discussed with legal counsel, as required, and forwarded to supervisors to provide the necessary communication to the teller line and other appropriate personnel.

3. The compliance officer shall hold periodic training sessions with appropriate personnel (annual training of BSA material as required).  New employees will be given training on the BSA material.

4. The compliance officer will be responsible for reporting violations.  Recurring violations will be brought to the attention of the branch supervisor and duly noted in the respective employee’s permanent file.

5. The daily cash position will be examined continuously by the Accounting department for any evidence of unusual activity.

INTERNAL TESTING:

The Supervisory Committee may elect to delegate responsibility to our independent CPA firm to be conducted during the course of the annual audit.  At a minimum an annual BSA Audit will be performed.

COMPLIANCE OFFICER DESIGNATION:

The Compliance Officer shall report to the CEO the results of compliance efforts quarterly and otherwise requested by the CEO and Board of Directors. The written compliance program is subject to approval by the CEO and Board of Directors. The Compliance Officer can be located at our main office at 302 E Mc Dowell, Suite 105, Phoenix AZ 85004.

REPORTING REQUIREMENTS UNDER BSA 31 C.F.R. Part 103:

There are five requirements of the Bank Secrecy Act with which Banner Federal Credit Union will comply:

1. Deposits, withdrawals or exchanges of currency that exceed 10,000.01 or more in any one business day-file a Currency Transaction Report (CTR).

2.  CTR’s will also be filed for transactions greater than $3,000 that when aggregated on a business day are more than $10,000.01.

3. Certain domestic coin and currency transactions-file a Special Order Geographical Report (Special Order).

4. International transportation of currency/and or monetary instruments in excess of $10,000.01 on any one occasion-file a Currency or Monetary Instrument Report (CMIR).

5. Foreign financial accounts

6. Transactions with foreign financial agencies.

SUSPICIOUS ACTIVITY REPORTING (103.21):

If any Credit union employee becomes aware of, or suspects criminal activity by either Credit Union members or personnel, (s)he should promptly report the matter to the Compliance Officer. The Compliance Officer will promptly investigate the matter further to determine whether to report the suspicious activity to the NCUA. The investigation will be based on a review of the facts, as submitted by the employee, and the discussion with Credit Union officials in charge of the affected areas. 

It is the Compliance Officer’s responsibility to maintain current forms on the SAR. The Compliance Officer will promptly submit each filed SAR to the Board of Directors for review at the next regular scheduled meeting. The Compliance Officer and any other staff aware of this matter will keep the information confidential. SARs are confidential. Any person subpoenaed or otherwise requested to disclose a SAR or the information contained in a SAR will decline to produce the information. Legal counsel should be sought as needed. In addition, the Credit Union should not place the SAR in the personnel files of any directors, officers, and/or employee who might be party to the suspicious activity. A SAR will be filed no later than 30 calendar days after the date of initial detection of an act described above. 

If the Credit Union did not identify a suspect on the date it detected an act triggering the filing, the Credit Union may delay filing a SAR for an additional 30 calendar days after the identification of a suspect. In no case will the Credit Union delay reporting more than 60 calendar days after the date it detected a known or suspected violation. If situations involving violations require immediate attention, however, such as when a reportable violation is ongoing, the Credit Union will immediately notify by telephone, or other expeditious means, the appropriate law enforcement agency and the NCUA, in addition to filing a timely report.

If a currency transaction is $10,000.01 or more and is suspicious, the Credit Union will file both a CTR and a SAR. If a currency transaction equals or is below $10,000.00 but is suspicious, the Credit Union will only file a SAR. The Credit Union will submit the report to FinCEN at the address listed on the most current form, which from time to time, may be altered by the Treasury Department.

The following activities are considered suspicious and may require the filing of a SAR:

· Structuring/money laundering

· Bribery or gratuity

· Check fraud/kiting

· Counterfeit checks/other counterfeit instruments/credit or debit cards

· Credit /debit card fraud

· Embezzlement/defalcation

· Consumer lending fraud/mortgage

· Wire transfer fraud

Banner Federal Credit Union is required by federal regulations to file a SAR with respect to:

 • Criminal violations involving insider abuse in any amount. • Criminal violations aggregating $5,000 or more when a suspect can be identified.

• Criminal violations aggregating $25,000 or more regardless of a potential suspect.

• Transactions conducted or attempted by, at, or through the [credit union] (or an affiliate) and aggregating $5,000 or more, if the [credit union] or affiliate knows, suspects, or has reason to suspect that the transaction:

-May involve potential money laundering or other illegal activity (e.g., terrorism financing).

-Is designed to evade the BSA or its implementing regulations.

-Has no business or apparent lawful purpose or is not the type of transaction that the particular customer would normally be expected to engage in, and the bank knows of no reasonable explanation for the transaction after examining the available facts, including the background and possible purpose of the transaction.

CURRENCY TRANSACTIONS REPORT (CTR) 103.22:

· Banner Federal Credit Union will record the identity of the individual(s) and file a Currency Transaction Report (CTR), IRS Form 4789, for each deposit, withdrawal, or exchange of currency or other payment or transfer, by, through, or to the credit union which involves a transaction in currency of more than $10,000.01 (unless the transaction is expressly exempted from this requirement) made during the Credit Union’s business day, including night deposits. A CTR will also be filed when currency over $10,000.01 is used in any of the following instances:

· Deposits made to any share account or share certificate account(s)

· Loan Payments

· Purchase of Credit Union official checks

· Wire Transfers

· Purchase of travelers checks

· Any other payments or deposits

A copy of the CTR with instructions will be maintained at the main office.  The CFO is responsible for checking these forms for accuracy, signing it in the “Signature of the Approving Official” box and filing the form with the required 15 calendar days after the transaction date.  The branch managers should retain a copy of the original document with their daily work sending the original form to the CFO.   The CFO will file the CTR with at the following address: IRS Detroit Computing Center, ATTN: CTR, P.O. Box 33604, Detroit, Michigan.  A copy will be kept on file by the CFO and held for review for five years at the Banner Federal Credit Union’s main office.

CURRENCY REPORTING REQUIREMENTS:

The Credit Union must not only report the individual conducting the transaction, but also the person on whose behalf any transaction was conducted. For example, reports for currency deposit or withdrawals made for a business/corporation will include the name of the individual conducting the transaction as well as the name of the business/corporation. In addition, if a Credit Union employee involved in the transaction has reason to believe that an individual conducting a reportable transaction is doing so on behalf of another person, the employee will inquire about the individual on whose behalf the transaction is being conducted and gather information necessary accurately complete the form.

EXCEPTIONS:

No reports are to be filed with the IRS for transactions between Federal Reserve Banks, Federal Home Loan Banks, or domestic financial institutions, including Credit Unions, providing the Credit Union complies with the exemption list of this Act. The Credit Union may unilaterally exempt certain depositors from the currency transaction reporting requirements. These exemptions must meet certain depositor and transaction requirements as outlined in the BSA.

IDENTIFICATION OF INDIVIDUAL CONDUCTING TRANSACTION (103.28)

Before completing any currency transaction for which a CTR is required, the employee will “know the member” by verifying the identity of the individual conducting the transaction by reviewing appropriate identification that includes a photo when possible. If the individual indicates that (s)he is an alien or not a resident of the United States, the transaction can be completed only if the individual presents an official document which includes a photo, evidencing nationality or residence (passport), alien identification card, foreign driver’s license with indication of home address, etc.). In all other cases, the employee will verify the individual’s identity by examining the individual’s driver’s license, or if the individual does not have a driver’s license, the transaction will only be completed if the individual presents some other form of identification (credit cards, etc) that the credit union accepts when cashing checks for non-depositors. Since driver’s license numbers in some states where we operate change upon renewal, getting a number from the membership card is not acceptable. Notations such as “known member” or “signature card on file” are prohibited and cannot be used as a method of identification.

Member Exemptions:

Currently Banner Federal Credit Union has not designated any “entities” as “exempt persons”.  If any of our employees feel there may be a reason to designate any entity as “exempt” from the reporting requirements, they should contact the Compliance Officer.  If the Credit Union decides to designate “exempt persons” appropriate forms and periodic requirements will be filed with the U.S. Department of Treasury’s Financial Crimes Enforcement Network (FinCEN) as required by then current regulations.

MONETARY INSTRUMENT RECORD KEEPING (103.29):

Banner Federal Credit Union will retain certain information each time it issues or sells a Credit Union check or draft, cashier’s check, money order, or traveler’s check for cash in the amount of $3,000.00 to $10,000.00. The information that must be retained by the Credit Union varies, depending on whether the purchaser of the instrument is a member of the Credit Union.

INFORMATION TO BE RETAINED ( 103.33):

· Name of purchaser and date of purchase

· Type of instrument and serial numbers of purchased items

· Dollar amount

We do not issue monetary instruments to non-members for exchange in cash, and therefore the policy does not address the requirements to do so. The Credit Union is not required to retain information if no currency is involved. For example, the purchase of a cashier’s check paid for with a personal check is not a covered transaction, regardless of the amount. Similarly, the Credit Union does not keep information about transactions when the proceeds of a loan are disbursed to the borrower in the form of a cashier’s check, regardless of the amount. The Credit Union must verify the purchasers name and address via identification, which contains name and address, such as a state driver’s license. Purchases of monetary instruments involving $10,000.00 or more in currency require a CTR.  CTR’s will also be retained for transactions greater than $3,000 that when aggregated in a business day, are more than $10,000.00.

CIP REQUIREMENTS-NEW ACCOUNTS:

Before opening any new member accounts the employee will “know thy member” by verifying the identity of the individual. Notations such as “know member” or “family member” are prohibited and cannot be used as a method of identification.

Minimum Requirements:

We will request at the minimum, the following information on all new membership accounts:

1) Name; 2) Date of Birth; 3) Identification number that shall be for US citizen a taxpayer identification number or social security number [For non-US persons-one or more of the following: a taxpayer identification number, passport number and country of issuance, alien identification number or other government issued document that bears a photograph]; and 4) Address, which shall be: for an individual, a residential or business street address; for an individual who does not have a residential or street address, an Army Post Office (APO) or Fleet Post Office (FPO) box number, or residential or business street address of next of kin.

**Corporation, partnerships or trusts require a primary place of business location or office. Additionally we may require financial statements or articles of incorporation. Independent third party data bases may be accessed for verification purposes as deemed necessary. 

Identity Verification:

After Banner Federal Credit Union has obtained all the information on the individual it will verify the information within 30 days of account opening. Under CIP requirements, any new member accounts established will be verified with a minimum of “two” forms of identification. These forms of identification must contain at the minimum “one” photograph of the individual in question. Forms of identification include driver’s license, passport, employment identification or student identification. Secondary forms of identification may include a credit card, social security card, or other document deemed “fit” for signature verification purposes. 

As new members join the credit union, either as a primary or joint member, they are run through the CU’s Customer Identification Program (CIP), which determines if they are not on the OFAC list at that time. Copies of the CIP identity program are attached to new member applications as part of the account opening process.  These are electronically filed under the members account number.
Lack of Verification:

Banner Federal Credit Union employees, without proper ability to establish true identity of the individual/business seeking to open the new account, will not establish any new membership accounts until all verification guidelines have been met. 

Comparison with Government Lists:

Monthly OFAC and FINCEN screening of members to software program and manual verification of names against appropriate lists (The Treasury Department) are performed to determine whether an individual that appears on the list of known or suspected terrorists is a member of our credit union. 

Notification to Members:

Banner Federal Credit Union will properly notify all potential new memberships of the manner in which we must meet the new federal guidelines by publishing required information in the lobby of each branch and on our website. 

CERTAIN WIRE TRANSFERS 103.33:

As of 1996, new rules were implemented under the BSA regulations that mandate the retentions of certain wire transfer records. The records recorded under these new rules are to be retained for five years. Wires less than $3,000.00 are exempt as are records of wired transfers governed by the Electronic Funds Transfer Act and Regulation E, and those made through ACH, ATM, and point of sale systems. See OFAC procedures for record keeping requirements.

TAXPAYER IDENTIFICATION NUMBERS AND ACCOUNT RECORDS 103.34:

BSA regulations require credit unions to make and retain a record of the taxpayer identification (TIN) number of every individual that opens an account or purchases a term share certificate. The credit union must verify the TIN within 30 days of account opening. Failure to do so will result in a violation of BSA unless:

· The credit union makes a reasonable effort to secure the member’s TIN.

· The credit union maintains a list containing the names, addresses, and account numbers of all members for whom they have not been able to identify a TIN.

The credit union is also required to retain either the original records or copies of all information with respect to an account.

REPORT OF INTERNATIONAL TRANSPORTATION OF CURRENCY

OR MONETARY INSTRUMENTS (CMIR) FORM 4790:

Customs form 4790 (CMIR) must be filed by the Credit Union if we 1) Transport, mail, or ship currency or monetary instruments (checks, money orders, traveler’s checks, etc.) of $10,000.01 or more into or out of the United States. 2) If we receive currency/monetary instruments of $10,000.01 or more which has been transported, mailed or shipped to us by a member from somewhere outside the United States.

IRS FORM 90-22.1

BSA regulations require that a Credit Union file a Foreign Bank and Financial Accounts Report (FBAR) IRS Form TD F90-22.1, for all the Credit Union’s financial account relationships outside the United States.  Banner Federal Credit Union will file an FBAR who has financial interest in or signature authority over other financial accounts in a foreign country. The FBAR will be filed with the IRS on or before June 30 of each year with respect to accounts exceeding $10,000.01 maintained during the previous year. 

TRAINING:

The Compliance Officer will conduct or arrange for annual training meetings with tellers and other Credit Union personnel who handle currency, or other Bank Secrecy Act related materials to keep them informed of any changes of the BSA procedures and to refresh their general training on the BSA.  Branch managers may be responsible for new teller training at the time of their employment status.  After training employees are required to sign the Bank Secrecy Act Compliance Acknowledgment form and forward to the Compliance Officer.

Compliance
The Credit Union will establish a system of procedures to ensure ongoing compliance with the provisions of NCUA 748, the BSA, OFAC and USA Patriot Act.  

Reporting
The Credit Union will comply with the reporting requirements established by the BSA, which includes: 

-         Documentation that training has been performed. 

-         CMIR: Currency or Monetary Instrument Report, Customs Form 4790.

To report transfers of $10,000 or more in currency or monetary instruments into or out of the United States by the Credit Union. 

-         FBAR: Foreign Bank and Financial Accounts Report, IRS Form TD F 90-22.1.

To report all financial accounts which exceed $10,000 and are maintained by the Credit Union in foreign countries. 

· CTR: Currency Transaction Report, FinCEN 104.

· To report transactions in currency in excess of $10,000; including deposits, withdrawals, or exchanges of currency.

· CTRs will be filed for transactions greater than $3,000 that when aggregated are more than $10,000. 

-         SARs:  Reports of Suspicious Transactions and Suspicious Activity Reports.

To report crimes and suspected crimes to FinCen as follows:

-      All known or suspected violations involving insiders: no limitation.

-      Known or suspected violations involving non-insiders: for amounts of $5,000 or more.

-      Known or suspected violations of unknown suspects: for amounts of $25,000 or more. 

Monitoring
The Credit Union will establish a system of procedures to monitor transactions and Credit Union operations to identify transactions that must be reported in accordance with the Bank Secrecy Act. 

Banner Federal Credit Union will use the OnCu System report for large dollar transactions to identify those transactions at exceed $10,000 in cash individually or in aggregate per day.  The CFO will verify that a CTR has been prepared by the branch office where the transaction took place.  All CTR will be sent to the CFO for filing with the authorities and a copy will be maintained for audit purposes.

Record Retention
Banner Federal Credit Union will comply with the general record retention period of five years required by the BSA regulations. CIP records will be maintained for a period of five years after account closing. All records will be filed or stored in such a way as to be accessible within a reasonable amount of time, taking into consideration the nature of the record and the amount of time expired since the record was made.

The Credit Union will retain the following records for a period of not less than five years: 

1.         Currency or Monetary Instrument Report

2.         Foreign Bank and Financial Accounts Report

3.         Currency Transaction Report

4.         Exemption Statements

5.         Exemption Lists

6.         Purchases of Monetary Instruments with $3,000 - $10,000 in currency

7.         Non-real estate loan documentation for loans to members exceeding $10,000

8.        Transfers or information regarding transfers of currency or monetary instruments out of the United States

9.         Signature cards

10.        Taxpayer identification numbers

11.        Member statements

12.        All documentation supporting member transactions that exceed $100

13.        Each item of $10,000 or more that is remitted or transferred to a person, account or place outside the United States.

14.       Certificate documentation 

OFAC Compliance
1)         Monthly the Credit Union will compare all of the members and joint members with the OFAC prohibited listing.  The OFAC comparison is documented by placing an electronic tag on the OFAC listing for the month being reviewed.  The tag would verify the list was reviewed by who and the date of the review.

2)         All new control lists issued by FinCen will be compared to our member’s database as they are received.  Control lists are printed and reviewed, initialed and dated by the reviewer to allow verification this process is taking place.  The Control lists are kept on file for a six month time period.

3)      
Wire transfers will be compared to the OFAC listing prior to sending by the Banner Federal Staff.  
4)          All blocked accounts or rejected transactions will be reported OFAC within 10 days.  Blocked accounts are reported by the CFO once a block has been established.

5)          If an account or a transaction matches the prohibited OFAC listing the account or transaction will be blocked or frozen as appropriate following the advice of OFAC. 

6)          If the Credit Union has identified any blocked accounts during the year, we will submit an annual report of the blocked property by September 30 each year.  The CFO would submit the blocked accounts annual report.

7         If a transaction/account is suspected to relate to a terrorist activity, we will report it at 1-866-556-3974 and complete a SAR.

8)
Wire transactions will be logged in accounting where the wire instructions are completed.  The wire form will document the member, dollar amount date as required by the regulation.  All wires are executed via First Corp who checks OFAC lists as part of their wire process.  However, Banner Federal will compare incoming/outgoing wires names on our own OFAC search engine for verification the names are not on the OFAC list. 

Know Your Member
Employees of the Credit Union involved with opening of accounts are responsible for ensuring that the member identification procedures are completed as set forth herein.

 1)
We will post a notice in the lobby and the Web site informing members that we will be verifying members’ identity in compliance with the USA Patriots Act.

2)
Every “new” member whose identity has not already been verified will be processed through E-Funds/ChexSystems Fraud Finder to verify their identity. A copy of the Fraud Finder verification will be retained.

3)        If a member cannot be verified by Fraud Finder (minor, etc.), perform alternative procedures as appropriate: get a copy of picture ID, for a minor get a copy of the birth certificate and verify the identification of the person providing the birth certificate, etc. File a copy of the verification. 

4)        A “new “ member includes any member (primary or joint) on every new account opened by the credit union, either as a new member or a subsidiary deposit or loan account on an existing membership account. This includes every new loan and every certificate, IRA, share draft, club or MMA account opened under a member’s primary number. 

5)         If a member’s identity cannot be verified, the Credit Union will 1) not open the account; 2) close the account and/or 3) submit a SAR as appropriate. 

Independent Testing
Annually, the Credit Union will have an audit of the ongoing compliance program, performing a review of the Credit Union’s compliance with the regulations. 
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